Digital Skills

Certified ISO 27017 CIS CCS
Training (Online)

Course Details

Price

£1,295.00

Length
2 Fulldays (09:30 -17:00)

Course Overview

Look in depth at what it takes to manage information security in Cloud services based on the ISO 27017:2015 standard, build on
your understanding of how to implement and audit an ISMS, and dive into the details of implementing and auditing security

controls for systems in the Cloud based on ISO 27017.

This online course will provide you with a robust and thorough understanding to implement and audit controls for any Cloud-
based components of your ISMS. You will know about creating an ISMS from the ISO 27017 perspective, you've refined that for

cyber security with ISO 27002, and now you can take this one step further with Cloud security controls.

This course is delivered virtually through the GTA, tutor led in real time.

Course Content

The ISO 27017 builds upon ISO 27001, specifically addressing cloud computing security.
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This online training will cover the following topics:

« Theroles and relationships between Cloud service customers and cloud service providers

« The scope of ISO/IEC 27017 and its compliance aspects

« Extending ISO 27002 to cover policies for Cloud service providers

« Extending ISO 27002 Clause 6 to cover relationships between parties including authorities

« Therequirements of Clause 7.2.2 to include training on and awareness of Cloud security issues
« ldentifying security risks and the relevant mitigating controls.

« The security boundaries of SaaS, PaaS and laaS

« Extending controls 8-12 of ISO 27002 to include relevant parties in Cloud services

Benefits

By attending this online course, you will deepen your understanding to use Cloud security terminology confidently, analysing

environments, contracts, and processes with authority.

Next Steps

If you are interested in taking the course online, please register your interest through the ‘Register Interest’ button on the right

hand side of this page, and we will contact you with the information you need to start your on-line training journey
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